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About this Document
This document provides web interface information of the RobustOS Pro based gateway products, including gateway
configuration and operation.

Related Products
EG5100, EG5101, LG5100, EG5120, EV8100

Copyright©2023 Guangzhou Robustel Co., Ltd.
All rights reserved.

Trademarks and Permissions

@rcbustel & obust@=§  are trademarks of Guangzhou Robustel Co., Ltd.. All other trademarks and trade

names mentioned in this document are the property of their respective owners.

Disclaimer

No part of this document may be reproduced in any form without the written permission of the copyright owner.
The contents of this document are subject to change without notice due to continued progress in methodology,
design and manufacturing. Robustel shall have no liability for any error or damage of any kind resulting from the
failing use of this document.

Technical Support

Tel: +86-20-82321505

Email: support@robustel.com
Web: www.robustel.com
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Chapter 1 Introduction

This software manual, used for all the RobustOS Pro based gateway products, provides web interface information
(configuration and operation).
Please refer to the specific chapter accordingly, as hardware configurations or interfaces may vary from product to

product.
Related sl 2l gl gl g
Product Al Al A Rl 2
2 2] 9] 2| @
SIMcardSlots | 2 | 2 | 2| 2 | 2
Ethernetports | 2 | 1 | 2 | 2 | 2
Console ports - - - - -
HDMI - - - - -
POE-PD * - * - -
Wi-Fi * - - * *
Bluetooth N T R
GNSS * - - * -
DI/DO 4 - 4 | 4|5
Relay Output - - - - -
RS232 VNN AN
RS485 VNN AN
RS422 - - - - -
USB VIiN VA A
CAN R ERERR
Docker N - N AN
FXS - | - V

Note: \ = Supported, - = Unsupported, * = Optional

About RobustOS Pro

RobustOS Pro is developed by Robustel based on Debian 11 (bullseye), a common Linux operating system with
enhanced cybersecurity, advanced GUI and docker container supported. It will be more convenient for customers to
develop and deploy edge computing applications by themselves according to their needs, supporting programming
languages such as C, C++, Python, Java, Node.js etc., and the latest common APPs including VPNs, SMS remote
control and more can be downloaded in RCMS to fully meet the needs of fragmented loT applications.

RT_SM_v2.1.1 September 14, 2023 7/196
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Chapter 2 Initial Configuration

The device can be configured through your web browser that including Microsoft Edge, Chrome and Firefox, etc. A
web browser is included as a standard application in the following operating systems: Linux, Mac OS, Windows. It
provides an easy and user-friendly interface for configuration. There are various ways to connect the device, either
through an external repeater/hub or connect directly to your PC. However, make sure that your PC has an Ethernet
interface properly installed prior to connecting the device. You must configure your PC to obtain an IP address
through a DHCP server or a fixed IP address that must be in the same subnet as the device. If you encounter any
problems accessing the device web interface, it is advisable to uninstall your firewall program on your PC, as this
tends to cause problems accessing the IP address of the device.

2.1 PC Configuration

There are two ways to get an IP address for the computer. One is to obtain an IP address automatically from “Local
Area Connection”, and another is to configurate a static IP address manually within the same subnet of the router.
Please refer to the steps below.

Here take Windows 10 as an example.The configuration for Windows 7 or newer is similar.
1. Right-click “Windows LOGO” on the taskbar, select “Run”, and type "Control" to launch the Control panel, then
Click “View network status and tasks”.

[E3 Control Panel = O X
4 [E2 » Control Panel » v [¢] Search Control Panel R
Adjust your computer’s settings View by: Category =
System and Security P ’ User Accounts
Review your computer's status 5 Gf'henge account type
Save backup copies of your files with File History - a: iz 5
Back up and Restore (Windows 7} saan M
L Appearance and Personalisation
\’g Network and Internet e,
r\,a] View network status and tasks & Clock and Region
/ Hardware and Sound ~ Change date, time or number formats
' View devices and printers
% Add a device Eas“e of Access
Adjust commonly used mobility settings Let Windows sigdest settings
Optimise visual display

Programs
[] Uninstall  program

RT_SM_v2.1.1 September 14, 2023 8/196
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2. After entering “Network and Sharing Center", click "Ethernet" connections status.

L& Network and Sharing Centre — O X

i

4 55 Control Panel » All Control Panel ltems » Netwark and Sharing Centre v o y)

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing Network 8 Access type: Internet

settings Private network Connections:

Media streaming options

Network 13 Accesstype:  No Internet access
Public network Connections: [ Test LAN

Change your networking settings

i. Set up a new connection or network
= Set up a broadband, dial-up or VPN connection, or set up a router or access point.

[S] Troubleshoot problems
Diagnose and repair network problems or get troubleshooting information,

Scealso
Internet Opticns

Windows Defender Firewall

w
@)

lick Properties in the window of Network Connection status.

@ Ethernet 2 Status >
General
Connection

IPv4 Connectivity: Internet
IPvE Connectivity: Mo Internet access
Media State: Enabled
Duration: 13 days 05:40:54
Speed: 1.0 Gbps

Activity

- ]
Sent e— *g ——  Received

Bytes: 818,675,176 | 2,751,329,674

[_ggroperties' Qgisable || Diagnose |

RT_SM_v2.1.1 September 14, 2023 9/196
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4. Choose Internet Protocol Version 4 (TCP/IPv4) and click Properties.

U Ethernet 2 Properties *

Networking  Sharing

Connect using:

[? Intel(R) 1211 Gigabit Metwork Connection

This connection uses the following tems:

B3 Client for Microsoft Networks ~
s?File and Printer Sharing for Microsoft Networks
B8 Npgap Packet Driver (NFCAP)
th [ v4)
[ . Microsoft Network Adapter Multiplexaor Protocol
. Microsoft LLDP Protocol Driver v
< >
i Inatall... LUninstall Properties J
Description
Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.
ok || Cancel

5. Two ways to configurate the IP address of the computer.
(1) Auto obtain from the DHCP server, click "Obtain an IP address automatically".

Internet Protocol Version 4 (TCP/IPv4) Properties >

General  Alternative Configuration

‘You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(®) Obtain an IP address automatically
(0) Use the following IP address:

(C) Use the following DMS server addresses:

Preferred DMS server: l:l
Alezrnative DNS server: l:l

Validate settings upon exit

Advanced...

| ok || caneel |

|
RT_SM_v2.1.1
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(2) Manually configurate the PC with a static IP address on the same subnet as the device address, click and
configurate "Use the following IP address";

Internet Protocol Version 4 (TCP/IPv4) Properties >
General

‘fou can get IP settings assigned automatically if your network supports
this capability., Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(C) Obtain an IP address automatically
(®) Use the following IP address:

Subnet mask: 255 255255 0
Default gateway: 192.168. 0 . 1

Obtain DNS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server: 8 .8 .8 .8

Alternative DNS server: l:l

[validate settings upon exit Advanced...
Cancel

6. Click OK to finish the configuration.

2.2  Factory Default Settings

Before configuring your device, you need to know the following default settings.

Item Description
Username admin
Password See the information from the product label
ETHO WAN mode or

192.168.0.1/255.255.255.0, LAN mode
ETHn 192.168.0.1/255.255.255.0, LAN mode
DHCP Server Enabled

2.3  Factory Reset

Function Operation

Reboot Press and hold the RST button for 2~5 seconds under the operating status.

Restore to default Press and hold the RST button for 5 ~10 seconds under the operating status. The RUN

configuration light flashes quickly, and then release the RST button, and the device will restore to the
default configuration.

Restore to factory Once the operation of restoring the default configuration is performed twice within one

configuration minute, the device will restore to the factory default settings.

RT_SM_v2.1.1 September 14, 2023 11/196
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2.4

Log in the Device

To log in to the management page and view the configuration status of your device, please follow the steps below.

1.
2.

On your PC, open a web browser such as Microsoft Edge, Google Chrome or Firefox, etc.

From your web browser, type the IP address of the device into the address bar and press enter. The default IP
address of the device is http://192.168.0.1/ ,though the actual address may vary.

Note: If a SIM card with a public IP address is inserted in the device, enter this corresponding public IP address
in the browser’s address bar to access the device wirelessly.

| @ Router Web Manager x| -+

& (G A Notsecure | 192.168.0.1/auth/login.html

In the login page, enter the username and password, you can check the login information from the device’s stick,
and then click LOGIN. See the information on the product label for default username and password.
Note: If enter the wrong password over 6 times, the user account will be locked for 5 minutes.

% rooustel

A admin
&] Enter Password

LOGIN

. _______________________________________________________________________________________________________________________________________________________________________________________|
RT_SM_v2.1.1 September 14, 2023 12/196
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2.5 Control Panel

After logging in, the home page of the web interface is displayed, here take EG5120 for example.

@ @bust8| EG5120-A2CAZ-4L-A06GL @ Itis strongly recommended to change the default password. x O @ @

i Internet Traffic
[l Dashboard System Uptime Internet Uptime CPU Ter:perature
4h 4h y 48.0°C oMB
3= Interface
Modem Ethernet
EQG Network
siM2 SIM1 ETHO ETH1
% VPN
: Internet Status Lan Status
Services
Active Link wilan0 IP Address 192.168.0.1
@ System IP Address 172.16.24.41 MAC Address 34:FA:40:22:E4:D1
Gateway 172.16.24.2
DNS 172.16.24.2114.114.114.114
System Resource System Information
F ’ Operating System Debian GNU/Linux 11.2
System Time Mon May 22 16:11:39 2023
3% 35% 5% Firmware Version 2.1.1.1 (562fa7af)
Hardware Version 1.1
Kernel Version 5.4.70-g31b8d9973
CPU RAM Storage Serial Number 09070423020009
Quad Core 668M/1920M 671M/12809M
Cellular Status RCMS Status
Modem Vendor quectel RobustLink Status
Modem Model EG25 RobustelLink Last Connected
Network Registration - RobustVPN Status
IMEI 865326068175382 RobustVPN Last Connected
IMSI = RobustVPN Virtual IP

RobustVPN SubNet Address

Copyright © 2021 Robustel Technologies. All rights reserved

From the homepage, users can find the model information and perform operations such as saving the configuration,
restarting the device, and logging out.

Using the default username and password to log in to the device, the page will pop up in the following tab

{3} it is strongly recommended to change the default password, x

It is strongly recommended for security purposes that you change the default username and/or password. Click the
» button to close the notification. To change your username and/or password, see 3.8.9 System > User

Management.

Control Panel

Item Description Icon

Save & Apply | Theiconis in gray by default, and will turn red if any modifications on

configuration, then click to save the current configuration into device’s flash @
or

and apply the modification on every configuration page, to make the

RT_SM_v2.1.1 September 14, 2023 13/196
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modification taking effect.
Restart Click to restart all the RobustOS Pro operating system based
applications(applications controlled by  ystem are not included), then switch O
to the login page.
Reboot Click to reboot the device, then switch to the login page. P
i)
Logout Click to log the current user out safely. After logging out, it will switch to login
page. Shut down web page directly without logout, the next one can login web ( -
on this browser without a password before timeout.
Note: The steps of how to modify configuration are as bellow:
1. Modify in one page;
2. Click under this page;
3. Modify in another page;
4, CIick under this page;
5. Complete all modification;
6. Click @ for save and apply.
Chapter 3 WebUI Descriptions
3.1 Dashboard
3.1.1 Overview
System Uptime Internet Uptime CPU Temperature Internet Traffic
4h 4h 48.0°C oMB
(Normal)
System Uptime Internet Uptime Power Source Charging
4h 4h External 4.048V
(EV8100)
Item Description
System Uptime Show the current amount of time the router has been powered on.
Internet Uptime Show the current amount of time the router has been connected to internet.
CPU Temperature Show the CPU temperature.

RT_SM_v2.1.1 September 14, 2023 14/196
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Traffic Show the amount of WWAN data traffic usage.
Power Source (EV8100 Show the current power source.
Only)
Battery status (EV8100 Show the current battery status.
Only)
3.1.2 Modem

This page shows the status of SIM card.

Modem
4 (-105dBm)
SIM1 WCDMA SIM2
L] CHN-UNICOM

Item Description
Not connected.
Weak signal.

0

Medium signal.

Strong signal.
ol

3.1.3 Ethernet

This page shows the device’s Ethernet status

Ethernet

ETHO ETH1 [ ]

Icon Description

Port disable or link down.

© 1| tinkup.
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3.1.4 Internet Status

This page shows the device’s Internet status information.

Internet Status

Active Link eth0

IP Address 172.16.19.22

Gateway 172.16.19.1

DNS 172.16.2.1114.114.114.114
Item Description
Active Link Show the currently online link.
IP Address Show the address of current link.
Gateway Show the gateway address of the current link.
DNS Show the current DNS server.

3.1.5 LAN Status

This page shows the device’s LAN status

LAN Status
IP Address 192.168.0.1
MAC Address 34:FA:40:0F:49:20
Item Description
IP Address Show the IP address of the LAN.
MAC Address Show the MAC address of the LAN.

3.1.6 System Resource

This page shows the device’s system resources usage information.

When the usage is more than 65%, the icon will be in Red.

When the usage is between 30% and 65%, the icon will be in

When the usage is less than 30%, the icon will be in Green.
System Resource

L
98% 43% 29% W
CPU RAM Storage
Solo Core 192M/448M 2.6G/7.1G

RT_SM_v2.1.1 September 14, 2023 16/196
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3.1.7 System Information

This page shows the device’s system information.

Item Description
Operating System Show the operating system information.
System Time Show the current system time.
Firmware Version Show the firmware version running on the device.
Hardware Version Show the current hardware version.
Kernel Version Show the current kernel version.
Serial Number Show the serial number of your device.
3.1.8 Cellular Status

This page shows the device’s cellular status.

Item Description

Modem Vendor Show the radio module vendor information.

Network Registration Show the current network registration information.

RSRP(dBm) Show the current RSRP when you register to the 4G network.
RSRQ(dB) Show the current RSRQ when you register to the 4G network.
SINR(dB) Show the current SINR when you register to the 4G/5G network.
ENDC state Show the ENDC state of 5G network.
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